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2 legal disclaimer

This guide is intended for general information only. It does not constitute legal or regulatory advice
for a specific situation.

Docbyte NV accepts no liability whatsoever for decisions taken on the basis of this guide. Docbyte NV
likewise accepts no liability for the accuracy, completeness or currency of the information it contains.

The regulatory position described here is current as of 21 July 2026. Several of the frameworks
discussed, including EU GMP Annex 11 and ICH E6, are under active revision. Always verify the version
in force at the time you rely on it.

For an assessment of your specific situation, always consult qualified regulatory affairs, quality
assurance or legal counsel.

Using an archiving platform, of any kind, does not by itself make an organisation's records GxP
compliant. Validation of intended use, record classification, retention policy and disposal governance
remain the responsibility of the organisation operating under GxP, not of any archiving supplier.
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3 Introduction

A study, a batch record or a signed protocol is only as good as the evidence behind it. Not at the
moment it is created, but years later, when an inspector, an auditor or a regulator asks to see it.

Life sciences organisations already invest heavily in generating that evidence correctly: Validated
systems, controlled procedures, trained staff.

What receives less attention is what happens to that evidence afterwards. Once the study ends, the
batch ships, or the trial closes, the data does not stop being GxP-relevant. It simply moves from an
active system into an archive, often for decades.

That shift is where things quietly go wrong. Systems get replaced. Vendors disappear. File formats
become unreadable. Audit trails get exported as static reports instead of preserved as evidence.

This guide sets out what GMP, GLP and GCP actually require once data moves into long-term
retention, where the practical risks tend to concentrate, and what a compliant archive needs to look
like in practice, not only on paper.
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4 Backup is not archive

The two get conflated often, and the confusion is expensive.

A backup answers one question: Can we restore the system after an incident? It is built for
recovery, on a short time horizon, and it typically inherits whatever access controls and format
limitations the source system already has.

An archive answers a different question: Can we preserve this record, explain its context, retrieve it
under controlled permissions, and demonstrate that it has not been altered, years or decades after
the system that created it is gone?

Regulators, including the MHRA, have been explicit that backups do not substitute for long-term
archiving. A nightly backup of a LIMS or an eTMF platform will restore the system. It will not, on its
own, keep the underlying records readable, retrievable and defensible once that system is retired.
The moment this stops being theoretical is usually system retirement. An eTMF, a LIMS, an ELN or a
QMS gets replaced, and someone has to decide what happens to the records that remain subject to
retention, inspection or business need.

Keeping the old system running indefinitely, just for historical access, is expensive and itself becomes
a validation and support burden.

Exporting records to ordinary file storage often loses the metadata, audit history and structure that
made them trustworthy in the first place. Rebuilding the original system years later, if it is even still
possible, is rarely realistic.

A properly designed archive is the option in between: The records and their context move into a
dedicated archive layer, built for retrieval and evidence over the retention period, before the source
system is switched off.
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5 Scope: Which GxP framework applies to what

GxP is not one rulebook. It is a family of quality frameworks, each governing a different stage of the
product lifecycle, each with its own archiving expectations.

e Good Manufacturing Practice (GMP): Governs the manufacture of medicinal products. In the
EU, computerised systems used for GMP-relevant activities fall under EudralLex Volume 4,
Annex 11. Batch records, quality control data and equipment logs are typical GMP archiving
material.

e Good Laboratory Practice (GLP): Governs non-clinical health and environmental safety
studies used to support regulatory submissions. The OECD Principles of GLP apply, together
with OECD Monograph No. 15 on GLP archives and Monograph No. 17 on computerised
systems.

e Good Clinical Practice (GCP): Governs clinical trials in human subjects. ICH E6 sets the
international standard, but in the EU the Clinical Trials Regulation (EU) No 536/2014 (EU
CTR) imposes its own, more specific retention rule.

The three frameworks share a common thread: The evidentiary principle of ALCOA+. Data should be
Attributable, Legible, Contemporaneous, Original and Accurate, and additionally Complete,
Consistent, Enduring and Available.

ALCOA+ is not itself a regulation. It is the interpretive lens regulators such as the FDA, the EMA and
national inspectorates use to judge whether an archiving practice, under any of the three
frameworks, actually holds up. PIC/S guidance document Pl 041-1, on data management and
integrity in regulated GMP and GDP environments, sets out this expectation in the most detail for
the manufacturing side of GxP.
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6 The archiving obligation, framework by framework

6.1 Good Clinical Practice: A 25-year rule that overrides the
default

Article 57 of the EU CTR requires the sponsor and the investigator to keep a clinical trial master file.
Article 58 sets the retention period: At least 25 years after the end of the clinical trial, unless other
Union law requires a longer period.

That 25-year figure is fixed and dated. It came into full effect on 31 January 2022 and applies to trials
under EU CTR scope today.

ICH E6 itself does not impose that 25-year figure. Under the older E6(R1), sponsor-specific essential
documents need only be retained until at least two years after the last marketing approval, or two
years after development is discontinued, whichever comes later. The equivalent US IND regulations,
21 CFR 312.57 and 312.62, set a similar two-year floor for sponsors and investigators.

ICH's Principles and Annex 1 were finalised as E6(R3) on 6 January 2025 and took effect in the EU on
23 July 2025, replacing E6(R2). E6(R3) drops a fixed retention figure altogether, deferring instead to
whatever the applicable regulatory requirement in the relevant region actually says.

A further part of E6(R3), Annex 2, was adopted by ICH in June 2026 but does not take effect in the
EU until 15 January 2027. As of this guide's date, Annex 2 is not yet in force.

For an EU trial, the applicable requirement is still the EU CTR's 25 years, not ICH's two-year default.
For a US-only IND study outside EU CTR scope, the applicable floor really can be as short as two
years after approval. Relying on the ICH figure alone, in either direction, risks applying the wrong
number.

The EU CTR also requires that the trial master file be archived in a way that keeps it readily available
and accessible to competent authorities on request, and that access to the archive be restricted to
individuals designated for that purpose. The EMA's own guideline on the TMF, in force since 18 June
2019, adds that eTMF systems should be validated to demonstrate that their functionality is fit for
the intended use, with formal procedures to manage that process.

That validation is the sponsor's or investigator's own responsibility. An archiving platform can
provide the evidence needed to validate faster, but it cannot validate the customer's intended use
on the customer's behalf.

Some categories carry different, sometimes longer, retention periods. Advanced therapy medicinal
products are subject to a 30-year rule under the GMP guidelines specific to ATMPs. Medical device
studies typically carry a 10-year rule after the study ends. Check which category applies before
assuming the 25-year figure is the ceiling.

6.2 Good Laboratory Practice: The archivist and the archive itself

GLP applies to non-clinical health and environmental safety studies submitted to support the
registration or licensing of pharmaceuticals, pesticides, food and feed additives, cosmetics,
veterinary products and industrial chemicals.
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OECD Monograph No. 15 sets out how the archive itself must be organised. It assigns a named
archivist responsible for the archive, defines the role of the quality assurance unit in auditing
archived material, and applies equally to test facilities, contract archives and cloud-based archiving
services.

Retention periods under GLP are not harmonised the way EU CTR's 25-year rule is. They are typically
set by national GLP regulations or by the receiving authority's requirements for the submission
concerned, so the applicable period should be confirmed per jurisdiction and per study type.

OECD Monograph No. 17 addresses computerised systems specifically. It is the relevant reference
when raw data originates from laboratory instrument software rather than from a document
management system, a distinction covered further below.

6.3 Good Manufacturing Practice: Annex 11, and a revision
underway

In the EU, computerised systems used in GMP-relevant activities are governed by EudralLex Volume
4, Annex 11. The current version has applied since 30 June 2011.

Annex 11 requires validated systems, risk-based audit trails, role-based access control, and the
ability to check archived data for accessibility, readability and integrity, including after a change to
the underlying software.

A substantial revision of Annex 11 was published in draft form on 7 July 2025, covering cloud
services, outsourced IT and modern cybersecurity expectations. As of this guide's date, that revision
is not yet final.

Treat the 2011 version as the binding rule today, and the 2025 draft as a strong signal of where
inspection expectations are heading, not yet as a mandate in force.

6.4 The US angle: 21 CFR Part 11

For companies with FDA-regulated activity, 21 CFR Part 11 applies wherever a predicate rule
requires a record and that record is kept electronically. It spans GMP, GLP and GCP data alike.

Part 11 itself does not set retention periods. It sets the conditions electronic records and signatures
must meet to be considered trustworthy: Validated systems, secure and computer-generated time-
stamped audit trails, role-based access, and electronic signatures that carry the signer's name, the
date and time, and the meaning of the signature.

The retention period itself still comes from the predicate rule for the record type in question, not
from Part 11 directly.
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7 Anatomy of a compliant GxP archive

The frameworks above describe outcomes: A record that has not changed, an archive that can prove
it, access that can be controlled and demonstrated on request.

None of them prescribe a specific technology to get there. What follows is a description of the
architecture choices that, in practice, deliver those outcomes, regardless of which vendor or
platform implements them.

None of these choices, on their own, make an archive GxP compliant. They are the technical
foundation an organisation's own validated process is built on top of.

7.1 Ingest and completeness

A study, a batch, or a trial rarely produces a single file. It produces a bundle: Raw data, its metadata,
an operator log, sometimes a signed report referencing all of it.

Under OECD Monograph No. 15, the archivist's first responsibility is accession: Confirming exactly
what has arrived, and whether it matches what was expected.

A compliant archive automates that check. It verifies an incoming bundle against an expected
manifest before accepting it, and flags or rejects incomplete submissions rather than silently storing
a partial record.

That single control answers a question inspectors ask often: How do you know everything that
should be here, is actually here?

7.2 Fixity and format identification

At the moment of ingest, each file's format should be identified against a recognised registry, and a
cryptographic hash, typically SHA-256, calculated and recorded.

That hash becomes the baseline. Every later integrity check recalculates it and compares the result.
A mismatch means the file has changed since it was archived, whether through corruption or
interference.

This step should happen automatically, at ingest, not as a manual task performed occasionally by
whoever remembers to do it.

Fixity checking works best alongside redundancy: Multiple copies of the same data, held in more
than one location, so that a corrupted or lost copy can be repaired from a known-good one rather
than discovered only when someone tries to open it.

7.3 Immutability at two layers, not one

Storage-layer immutability, sometimes called WORM (write once, read many), prevents a file from
being overwritten or deleted once it is written to storage.

That is necessary, but it is not, on its own, sufficient. Storage-layer WORM controls are typically
administered by whoever holds sufficient privileges on the storage platform itself. In principle, that
same administrator can lift the lock.
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A compliant archive enforces a second, independent layer of immutability at the application level,
so that no user, and no administrator, of either the archive or the underlying storage can alter or
delete an archived record. Any such attempt should itself be logged, not merely blocked.

This distinction, immutability enforced by the application itself rather than by storage configuration
alone, is one of the more consequential architecture decisions in a GxP archive, and one of the
easier ones to overlook when evaluating a platform.

7.4 Timestamping that survives decades

A cryptographic hash proves a file has not changed since a certain moment. A qualified timestamp,
issued by a recognised trust service, anchors that moment in a way that can be verified
independently, years later.

But cryptography ages. An algorithm or certificate considered secure today may not remain secure
over a 25-year retention period.

The IETF's Evidence Record Syntax standard addresses exactly this. It describes how a long-term
evidence record can be renewed, re-anchoring the proof of integrity under stronger cryptography
before the original weakens, without altering the archived record itself.

For a 25-year clinical trial retention period, or a 30-year requirement for advanced therapy products,
this renewal mechanism is not an optional extra. It is what keeps a timestamp from 2026 still
meaning something in 2051.

7.5 Retrievability as a coherent whole

An archive that stores files individually, disconnected from each other, forces whoever retrieves
them to reconstruct the study or the batch from scratch.

A compliant archive preserves the relationship between related records, and lets an archivist, an
auditor or an inspector view the full bundle together: All files belonging to one study, with their
relationships intact, alongside confirmation that the expected set was received in full.

¢ Metadata search: By study number, study director, substance code, batch number or date
range, not only by file name.

¢ Full-text search: Finding a record by its content, not only by its label.

e Retrieval in original format: So that what an inspector receives is the record as it was
created, not a reformatted derivative.

This directly serves the EU CTR's own requirement that the trial master file remain readily available
and accessible to competent authorities on request. A search interface is not a convenience feature
here. It is how that legal requirement gets met in practice.

7.6 Long-term readability

File formats become unreadable faster than retention periods expire. A format that opens easily
today may need specialised software in fifteen years, if it can be opened at all.

10
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A compliant approach identifies formats at risk of obsolescence, and where a more durable format is
needed for usability, preserves the original file alongside the converted one rather than replacing it.

The original stays the evidentiary record. The converted copy exists purely so someone can still open
it without hunting down twenty-year-old software.

Where no realistic migration path exists, for instance a proprietary instrument format with no export
function, the alternative is preserving the software environment itself, typically as a virtual machine,
so the original application can still be run when needed. This carries its own risks, licensing terms
rarely anticipate decade-long archival use, and it should be a fallback, not the default strategy.

One further caution: Encrypting archived files can itself become an obsolescence risk. A lost key or
an expired certificate can make an otherwise intact file permanently unreadable. If encryption is
used, the keys need a preservation plan of their own, at least as rigorous as the one covering the
data.

7.7 Controlled disposition
Retention periods end eventually, but disposition should never happen silently.

e Pre-expiry alerts: A notification before a retention period ends, giving someone the chance
to intervene.

e Legal hold: The ability to override a scheduled deletion when litigation, an investigation or a
regulatory inquiry requires the record to be kept longer.

e Logged disposition: Every deletion recorded, with who authorised it and when, in the same
audit trail that governs everything else in the archive.

7.8 Choosing and governing a supplier

Most organisations do not build a GxP archive entirely in-house. They select a supplier, and that
selection carries its own obligations that do not end at signature.

A recognised requirement in digital preservation procurement guidance, echoed by bodies such as
the Digital Preservation Coalition, is a clear exit strategy: The ability to migrate everything back
out of a system, in a usable form, without being locked to that supplier indefinitely.

That requirement should be tested before it is needed, not discovered during a contract dispute or a
supplier's insolvency. A retrieval that only works while the relationship is healthy is not a retrieval
capability at all.

Selecting a supplier is also not a one-time decision. Qualification up front, reviewing their quality
system, their staff training, their own sub-processors, needs to be followed by ongoing oversight:
Service levels that are actually monitored, incident reporting that actually happens, and evidence
that the supplier's own systems remain in a validated state as they are upgraded over time.

None of this replaces the organisation's own responsibility. A supplier can provide evidence. It
cannot exercise oversight on the customer's behalf.

11

www.docbyte.com GxP Archiving in Practice



http://www.docbyte.com/

a@®docbyte

8 The practicalrisks: What inspection failure looks like

Regulators do not need to prove that data was falsified to act. They only need to show that its
integrity cannot be established.

A well-documented example: In late 2024, the FDA issued a Complete Response Letter and a related
Warning Letter to a biotech company, citing deleted audit trail data from a clinical outcome
assessment system covering dozens of trial subjects.

The underlying clinical result was not necessarily the problem. The inability to demonstrate that the
record had not been altered was.

More routinely, the same pattern shows up in smaller form: An instrument replaced without a
validated data migration plan, an archive held in a shared drive with no access log, or a contract
research organisation whose archiving arrangements were never written into the service agreement.

Each of these is rarely a single dramatic failure. It is usually a gap that sits quietly for years, until an
inspection, a litigation, or a licence renewal asks the archive to prove itself.

12
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9 Legacy instrument data: The overlooked long tail

Modern electronic lab notebooks and LIMS platforms are generally built with GxP archiving in mind.
Older laboratory instruments usually were not.

Spectrophotometers, particle counters, and other analytical instruments installed years or decades
ago often store raw data in proprietary, vendor-specific formats. Sometimes on databases the
vendor no longer supports.

That raw data is still GxP data. Under OECD Monograph No. 17, computerised systems generating
GLP-relevant data are subject to the same archiving expectations as any other system, regardless of
how old the instrument is.

The practical risk is obsolescence, not neglect. If the only software that can read a proprietary
format is a licence the vendor no longer sells, or a workstation no one is allowed to connect to the
network anymore, the data is at risk of becoming unreadable well before its retention period ends.

The solution is not to keep every legacy system running indefinitely. It is to extract the raw data
through a validated process, convert it into a standardised, self-describing archival format, and
preserve the metadata that makes the extraction itself auditable.

The E-ARK Submission Information Package (SIP) standard is one such format. It packages the raw
data together with its metadata and provenance information in a structure designed to remain
readable independently of the original vendor software.

13
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10 Self-assessment: Is your GxP archive future-proof?

Twelve questions to check, alone or with your quality and IT teams, whether your current archiving
practice holds up under inspection.

e Do you know, for each GxP framework that applies to you, exactly what the retention period
is: GMP, GLP or GCP, and do you apply the longest applicable rule rather than a generic
default?

e |syour clinical trial master file archived in a way that is readily available and accessible to a
competent authority on request, without depending on a single person's knowledge of
where things are?

e Does your GLP archive have a named archivist, and does your quality assurance unit actually
audit what is in that archive?

e When a study or batch bundle arrives for archiving, does anything check it against an
expected manifest, or is completeness assumed rather than verified?

e |simmutability enforced at the application layer, independent of the underlying storage
platform, or could an administrator with sufficient storage privileges lift the lock?

e Do your oldest archived records rely on a cryptographic timestamp with no renewal
mechanism, and do you know how that timestamp will still be verifiable in twenty years?

e Can your team view all the files belonging to one study or batch together, as a coherent
bundle, or only as a folder of disconnected files?

¢ Do you know which of your laboratory instruments store raw data in a proprietary or
vendor-specific format, and could you still read that data in twenty-five years if the
instrument's vendor stopped supporting it tomorrow?

e Are your contract research organisation and contract archive agreements explicit about who
owns the archiving obligation, and for how long?

e If an FDA or EMA inspector asked tomorrow to see a specific record from a study closed
several years ago, could your team produce it, complete with its audit trail, within the
working day?

e Could your team draw a clear line today between what your archiving supplier's validation
evidence covers, and what your own intended-use validation still needs to demonstrate?

¢ If you needed to migrate everything out of your current archiving supplier next year, has
that exit path actually been tested, or only assumed?

Could you answer most of these questions immediately and with certainty? Then your archive
stands on firm ground.

Did you hesitate on three or more? Then it is worth mapping your GxP archiving chain before an
inspection does it for you.

14
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11 What a future-proof approach involves

An approach that passes this self-assessment generally combines six elements.

e Framework-specific retention rules applied correctly, using the longest applicable period
rather than a single generic default.

e Automated completeness checks at ingest, and immutability enforced at the application
layer, not only at the storage layer.

e Cryptographic timestamps with a renewal mechanism, so that records archived today
remain verifiable at the end of a 25-year retention period, not only at the start of it.

e Avalidated migration path for legacy instrument data, before obsolescence forces the issue.

e Atested exit strategy with whichever supplier holds the archive, reviewed before it is
needed, not during a dispute.

e Storage with a recognised Electronic Archiving Service rather than internal, unstructured
storage.

Docbyte Vault is built to support life sciences organisations on exactly these elements: OAIS-based
packaging with completeness checks at ingest, fixity and application-layer immutability independent
of the underlying storage, renewable cryptographic timestamps, an ingest pipeline for legacy
instrument data, and controlled, auditable access for quality, regulatory and inspection purposes.

Docbyte Vault is a preservation and archiving layer within an organisation's own validated process,
not a replacement for it. Intended-use validation, record classification, retention policy, legal hold
and disposal approval remain the organisation's own responsibility, supported where useful by
supplier evidence and validation documentation.

Would you like to check how your current GxP archive holds up against this self-assessment? Feel
free to contact Docbyte for a no-obligation conversation.

15

www.docbyte.com GxP Archiving in Practice



http://www.docbyte.com/

a@®docbyte

12 Sources consulted

e Regulation (EU) No 536/2014 on clinical trials on medicinal products for human use (EU
CTR), articles 57 and 58.

e |CH Harmonised Guideline E6(R3), Good Clinical Practice, Principles and Annex 1, Step 4 Final
Guideline, adopted 6 January 2025, effective in the EU from 23 July 2025; Annex 2 adopted
by ICH June 2026, effective in the EU from 15 January 2027.

¢ |CH Harmonised Guideline E6(R1), Good Clinical Practice, section 5.5.11 (superseded by
E6(R3), referenced for historical comparison).

e EMA, Guideline on the content, management and archiving of the clinical trial master file
(paper and/or electronic), EMA/INS/GCP/856758/2018, in force since 18 June 2019.

e 21 CFR312.57 and 312.62, Recordkeeping and record retention for sponsors and
investigators under an Investigational New Drug application.

e Eudralex, Volume 4, EU Guidelines for Good Manufacturing Practice, Annex 11:
Computerised Systems (2011 version in force; draft revision published 7 July 2025, not yet
final).

e 21 CFR Part 11, Electronic Records; Electronic Signatures, and the FDA Guidance for Industry,
Part 11, Scope and Application (2003).

e PIC/S PI 041-1, Good Practices for Data Management and Integrity in Regulated GMP/GDP
Environments.

e OECD Series on Principles of GLP and Compliance Monitoring, No. 15: Establishment and
Control of Archives that Operate in Compliance with the Principles of GLP (2007).

e OECD Series on Principles of GLP and Compliance Monitoring, No. 17: Application of GLP
Principles to Computerised Systems (2016).

e OECD Series on Principles of GLP and Compliance Monitoring, No. 22: GLP Data Integrity
(2021).

e |SO 14721, Space data and information transfer systems — Open Archival Information
System (OAIS) reference model.

e The E-ARK Information Package specifications for Submission, Archival and Dissemination
Information Packages (SIP, AIP, DIP), maintained by the DILCIS Board.

e |ETF RFC 4998, Evidence Record Syntax (ERS), for the long-term, renewable preservation of
cryptographic evidence.

e PREMIS Data Dictionary for Preservation Metadata, maintained by the Library of Congress.
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e US FDA Complete Response Letter and Warning Letter correspondence, late 2024,
concerning deleted audit trail data in a clinical outcome assessment system.
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13 Closing note and disclaimer

This guide is current as of the regulatory position on 21 July 2026.

It does not constitute legal or regulatory advice for a specific situation. Docbyte NV accepts no

liability for decisions taken on the basis of this guide, nor for the accuracy, completeness or currency
of the information it contains.

For an assessment of your specific situation, Docbyte recommends consulting qualified regulatory
affairs or quality assurance counsel.
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